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UNITED STATES DISTRICT COURT
DISTRICT OF RHODE ISLAND

DERRICK ROSE, md1v1dually and on behalf §

CASE NO. CA 10- | 232 S

of all others similarly situated, §
§
Plaintiff, §

V. § CLASS ACTION COMPLAINT
_ 8
, ’ §
FACEBOOK, INC. §
‘ §

Defendant. § JURY TRIAL DEMANDED
CLASS ACTION COMPLAINT

Plaintiff, Dérrick Rose (hereafter “Rbs_e” or “Plaintiff”), brings this action individually
and on behalf of a natiénwide class of all other persons similarly situa;cedl in the United States
(hereafter “Class™) against Facebook, Inc. (heréaﬁer “Facebook” or “Defendant”) for violations
of the Stored Communications Act (hereaﬂer.“SCA”), 18 U.S.C. § 2701 et seq and breach of the
implied covenant of good faith and fair dealing. Plaintiff seeks damages and equitable relief on
his own behalf and on vbehalf of the Clgss. Plaintiff alleges the following upon personal |
knqwledge as to his own acts, and upon information a_nd belief based on the investigation
conducted by Plaiﬁtiff’s Counsel, as to all other matters: |

FACTUAL ALLEGATIONS
1. | Facebook .is the largest internet social networking service in tﬁe United States.
Pi_aihtiff and the Class are users of F aceb'dok’s‘_ service '»;arid-sé'el{ .t:o-"rgmedy yidlatioris of théir

privacy rights by Facebook’s recently released social f’n_eti;Vbrk tool, named “Instant
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_ 'I"ersonalization”, a “Social Plug—in” that allows third party websites to access users’ personal
’ information when users click on third party websites. -

2. When F acebookls Instant Personalivzation" was first introduced, users did not have an
.mformed choice as to Whether or not to sign up for the apphcatlon since Facebook automatlcally
added the Instant Personahzatmn apphcatron to all users of Facebook’s service as an opt-in instead of
an opt-out feature. Facebook launched Instant Personahzatron on or about Apnl 18, 2010 as a social
networkmg apphcatlon that broadcasts users’ personal mformatron through the network unless users
_ afﬁrm‘atlvely opt-out. Once Instant Personalization was activated, Facebook accessed its user’s -
.account and posted the user’s profile information on unrelated sites such as Pandora, Yelp and
Microsoft’s Docs. | | | o

| 3._' Facebook umlaterally changed 1ts users pr1vacy settmgs for Instant Persona11zat10n |
on its network without users afﬁnnanvely changing such default settmgs Facebook did not
‘adequately warn users that their information would be posted to unrelated third party websites.
Nor did Facebook seek or receive informed consent and permission to do so. Therefore,
Facebook, without permission, shared information about users with unrelated third party
vvebsites. Users could only avoid such sharing (i.e. after their public posting) by a cornplex
afﬁrmative opt-out procedure.

4. _' The activation of Instant'Personalization and the sharing of information about_users

- with unrelated thlrd party websites violated users reasonable enpectations of privacy. Users’

private lists of all the persons they want to share information with may be very different from

~ what they mav want to share for purpos_es of social networking _through'Facebook. Nevertheless,
. .F_acebook without user authorization accessed and»made 'publ.icthe users’ proﬁle infor-mation

- -.: 5 Aﬂer April 23, 201 O Facebook changed its pr1vacy settmgs for Instant Personahzatlon

to requ1re an opt-1n sett1ng to actlvate Instant Persona11zat10n however Facebook still d1scloses

2.
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users information to third party websites through friends who have not disabled the service.

JURISDICTION AND VENUE

6. This Court has subJect matter Junsdlctlon pursuant to the Class Actlon Fairness

Act of 2005 28 UL S C. §§ 1332 (a) and 1332 (d), because the amount in controversy exceeds

- $5,000,000.00 excluswe of interests and costs, and more than two-thirds of the members of the

- putative Class are citizens_ of states different from that of Defendant.

7. Venue for this action properly lies 1n thls District pursuant to 28 U.S.C. § 1391 as
the named P1a1nt1ff resides in this District an_d,D.eféndant.has éngaged -in the business' in this
District. | | |

PIAR-TIES.

8. " Plaintiff, Derrictc Rose, is an individual Who.resi_des in‘ East Providence, Rhode
Island and is a user of Fac'ebc-)o_k’s social networking servicé.
| 9 Defendant, Facebook is a Delanvata carporation headquartnred at Palo Alto,.

' California and does business thfoughout the United States.
CLASS ACTION ALLEGATIONS

10. Plaintiff brings this action on behalf of himself and a Class of all other persons
similarly situated pursuant to Fed. R. Civ. P. 23 as defined as follows:
All persons who reside in the United States and who were Facebook accbunt users
prior to April 18, 2010 and to whose accounts Facebook added its Instant
Personalization social networking tool.
-11.  Excluded from the Class are Defendan’t‘;'- any- parent, subsidiary, -or affiliate of
. 'Defe_ndant or any employees, officers, of "directc:)rs_ of Defendant; legal .represéntatives,_
| A SuCCessors, or assigns of Defendant; and any.jnstic'_e,l __judg'e or magistrate judge of the United

vStates who may hear the case, and all persons?_‘ f_elia’t_ed to an'yvsuch_ judicial o‘fﬁcer,-':as» defined in
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28US.C. § 455(b).

12. Numérosig. The Class is so numérous and dispersed nationwide that joinder of all
members is impracticaBle. Upon inférmation and belieﬂ' the Class humbefs in the hundreds of
thousands if not millions. The exact | number of Class'. merﬁbérs is unknown, but can bé
determi'ned from Defendant’s computerized apd other records. i’lai-nti_ﬁ' reésonably estimates and._v

believes that there afe thousands of persons in the Class.

13. Commonality. There are ﬁumgfous and substantial questions of law and fact that
are commdn to alI‘ members of the _Cléss; which quéstiéns pfédominate over any‘ question
aff¢cting only iﬁdiﬁdual Class members. The members Qf the Class We’ré and continue to be
subjected fo the same practices of tﬁe Defe%ldant. The common dﬁestions and principal coﬁmdn
issues réised by Plaintiff’s claims include: whether lDéfendantApublicly shared Plaintiff and the
Class® private user in_formation with Plaintiff and the Class through its é_c_tions as described
‘herein; whether ﬁublic sharing by defendaiﬁ of plaintiff and the class’ private informaﬁon was
authorized; to What exfent Defendant shared information; whether Plaintiff aﬁd the Class have
been damaged as a fesult of the Defendant’s alleged violations as alleged_ herein; and if so the
appropriate relief for Defendant’s violations; whether Defendant hgs violated the SCA; what are

tile appropriate measure of damages and'remed.ies‘ against Defendant fot any violations of the |
SCA; whether Defehdantlbreache_d the covenant‘of good faith and fair deaﬁng; _and, the' nature
and extent of any other remedies, and injunctive relief, to which Plaintiff and the Class are
~ entitled.
14. Tm icality. Plaintiff’s ‘cla.ims are typical of the claims of all of the other Class.
~ members, becétuse_' his claims aré baééd on _t'h'e.: same legal and.rcmedi-all thieories as the c-laimS'.of ;

~ the Class and-arise from the same course of conduct by Defendant.

, ..-'_.._4v_



Case 1:10-cv-00232-S-DLM Document 1 Filed 05/21/10 Page 5 of 10

15. | Adequacy. P_larntiff will fairly and adequately protect the interest of all Class
members in the prosecution of this Act_ion and in the administration of all matt_ers relating to the
claims stated herein. Pllaintiff is similarly situated with, and‘has suffered similar injuries as, the
: memhers of the Class they seek to represent. _'Pfaintiff .has_ retained counsel experienced in
handling class action lawsuits. Neither Plaintiff nor his counsel. has any interest whje_h might
cause themnot to vigorously pursue this action. | ‘

16. Superiority. A'elass aetion is superior to other available methods for the falr and
efficient adjudication of the controVersy, srnce individual joinder of the Class is impracticable.
Even if 1nd1v1dua1 Class members were able to afford 1nd1v1dua1 lrtlgatlon it would be unduly
burdensome to the Courts in whrch the individual 11t1gat10n would proceed Defendant has
-subj‘ected th_e entire Class to the same v101at10ns as referenced .hereln._ Accordlngly, class
certification 1s appropriate under Rule 23 because common issue‘s of law and fact regarding
Defendant’s uniform violations predominate over individual. issues, and class eertiﬁcation is .a
superior method of resolving these claims. No unusual difficulties are likely to be encountered
in the management of this action as a class action. The Defendant has acted and continues to act
in a manner that is generally applicable to all members of the Class making final injunctive relief

appropriate.

CAUSES OF ACTION

FIRST CAUSE OF ACTION

(Stored Communications Act, 18 U.S.C. §2701 et seq.)
17. - Plaintiff, on behalf of hrmself and the Class, hereby incorporates by reference the
allegatrons contained in all of the precedrng paragraphs of thls complalnt

: 18.'_"_ Th relevant part 18 U S.C. § 2701(a)(1) ) of the SCA prov1des that an offense is
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comfnitted by anyorié 'who': (1') intentionally accesses “ritﬁout authorizatiqﬁ é faéilify through
which electronic communication service is v'pro,vided; or (2). intentionally exceeds an
authoriiation to access that facility; and t‘hereby obtains.. .[én] électronic cominunication while it
18 in electronic storage 1n such syst'efn-. |

19.  Facebook __ in{:entionally exceeded its aﬁthorization to aCcesé and control
c_oﬁﬁdential and private information relating to Piaintiff aﬁd the Class’ electronic
~ communications in vié.la'tion'éf 18 U.S.C. § 2701 et seq of the SCA. ) |
20 In relevanf part, 18-U.S.C. § 2702(a) (1)-(2) of the SCA provides that a person
| br‘éntity shall not: (1)...knowingly di_vulge to any- pérson or entity the contents of a |
_ communication.. ; and (2)‘...sha11 not knowin_giy divulge to any pefson d_r éntity the contents
of any communication.:. | N |

21.  Section 2707 of the SCA provides for a ClVll cause of action and allows for

damages, declaratory and eéui;table relief. | o

-22. Facebook knowingly, willfully, ﬁnlawfuily and intentionally without
aut_liorization divulged confidential and private inforn_létion relating to Plaintiff and the
‘Class’ electronic communications in violation of 18 U.S.C. § 2701 et seq of the SCA.

23.  Plaintiff and the Class lseek damages, including, but not limited to _punitive
ddméges,_ declaratory and injun‘_étive relief.

SECOND CAUSE OF ACTION

(Breach of Implied Covenant of Good Faith and Fair Dealing) |
'24.  Plaintiff, on b_ehalf of himself and the Class, hereby incorporat'es by reference the

.- allegations contained' in-all of the preceding pé.ragraph's of this complaint.
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25. | A covenant of good faith and fair dealing, which inihoseé upon each parfy foa
contract a duty of goed faith and fair dealing in its perfoﬁn_ance, is implied_' in every contract,
including the Agreement that embodies the relatioriship between Facebook and its users.

26. ‘Good faith and fair .‘dealir'-lg-is an element imposed by cdrhmdn law'er'staf;ufe as an
element of eVery"cqntract under the lews- of evefy state. Under the'coyenent of good faith and -
fair dealing, both parties to a contract impliedly hromise not to violate the sp1r1t of the bargain
and no_f to -intentionally do mﬁhng to injure the other party’s_ﬁght to _receiiye the benefits of the
contract. | | | | |

27.. Plamtlff and the Class reasonably rely upon Facebook to act in good faith both
with regard to the terms of the Agreement and in the methods and manner in which it carries out
those terms. Bad faith can v1olate the spmt of the Agreement and may be overt or may consist of
inaction. Facebook’s inaction in failing to adequately notify Plaintiff and the Class of the release
of personal 1nformat10h through its Instant Personahzatlon program ev1dences bad fa1th and ill
motive.

28.  The Agreement is a form confract, the terms of which Plaintiff and the Class are
deemed to have accepted once Plaintiff and the Class sign up with Facebook. The Agreement'
purports to give 'contractual diecretion to Facebeok relating to Facebook’s protectioh of users’
privacy. _ Facebook is“s'ubject to an obligation to'e'xer_cise tha"£ diseretion in’l good faith. The
covenant of good faith. and fair dealing is breached when a party to a contraet uses discretion
conferred by the contract to act dishonestly or to act outside of accepte'd- commercial practices.
Facebook breached its'implied covenant of good faith and fair dealin'g by exercising had faith in
using 1hs dlscretlonary nghts to dehberately, .routlnely, and systematlcally make users’ personal .

. proﬁle mformatlon pubhc by default
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| 29.  Plaintiff and the Class havé performed all, bflsubétanfially all, of the obligations |
| imposed on them under the Agreement, whereas Facebook has acted in a'_m'anner as to evade the
spirit of the Agreement, in particular by deliberatély, routinely, and systematically without
: notifyiﬁg Plaintiff and the Class 6f the maklng user.proﬁle'information public-.- ‘Such actions
représept a fundamental wroﬁg that is ciearly beyond the reasqnable expectations of the partiesr.
Facebook has assessed excessive; imreasbnable, and unhecessary over_draft fees against i’laintiff
~ and. t'.he. Clgés, whiéh fees are neiiher set nor disclosed. in ..acco_r'dance §vith the reasonable
expe_ctatiohs of the parfies and which evidence a dishonest purpose.

30. Facebooks_’ ill motive 1sfurther evidenced by its encouragement of participation |
in _Ihstant Personalization u_sérs through' opt-in privaéy | Seﬂirlgs, while at the 4s.a-me t_ime- _
conséiously and déliberatelly.utilizing data mining to automaitically‘ and Without noﬁce capture
private information of its members. Facéb_ook profits from advertising revenues derived from
.its daté mlmng efforts from Plaintiff and the Class. - |

31.  The obligation imposéd by thé implied covenant of good faith and fair dealing is
an obligation to refrain from 0pportun_i§tic_ behavior. Facebook has breached the implied |
covenant of good faith and fair dealing in the Agreement fhrough_ its policies and pragtiCes as
alleged herein. Plamtiff and the Class have sustained damages and seek a determination that the
, policies and procedurcs of Facebook are not consonant with Facebook’s implied duties of good |
faith and fair déaling. |

REQUEST FOR RELIEF

WHEREFORE, Plaintiff, Derrick Rose, on behalf of himsclf and the Class, request the -

following relief: | e |

1. Anorder certifying that this action is properly brought and may be maintained a3

S



Case 1:10-cv-00232-S-DLM Document 1 Filed 05/21/10 Page 9 of 10

a class action under Rule 23 of the Federal Rules of Civil Procedure, that Plaintiff be appointed

as Class Representatives, and that Plaintiff’s counsel be appdinted Class.Counsel;

2.

- 3.

An award of damages;
Déclara'fory and injunctive relief;
An award of reasonable attorneys’ fees and costs;

Such other relief at law or equity as this court may deem just and proper.

~ DATED this 21th day of May, 2010,

S+ @W

Peter N. Wasylyk (RI Bar # 3351)
LAW OFFICES OF PETER N. WASYLYK
1307 Chalkstone Avenue
Providence, Rhode Island 02908

. 401-831-7730 (telephone)
401-861-6064 (facsimile)
E-Mail:pnwlaw@aol.com
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Additional Counsel for Plaintiff

Andrew S. Kierstead :

LAW OFFICE OF ANDREW KIERSTEAD
1001 SW 5th Avenue, Suite 1100

Portland, Oregon 97204

508-224-6246 (telephone)

508-224-4356 (facsimile)
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